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Abstract—Security in the educational arena is a Special 
Session proposal that shows the importance of security in the 
educational field. All people and institutions involved in the 
learning process should have at least a minimum knowledge of 
security and/or follow a good practice guide or security policies. 
Due to the COVID19 pandemic, institutions, professors, and 
students had to install and work with online learning tools that 
they hardly knew. Therefore, security misconfigurations, lack of 
updates, or bad use of the technology have caused 
cybercriminals to turn their eyes to the educational world. The 
goal of this special session is to address security issues that may 
be useful for all members of the educational community as well 
as professionals developing online learning systems and tools. 

In this paper is shown the importance of raising awareness 
among teachers, students, developers, or system administrators, 
about security. 

Keywords— Security policies, Vulnerability, Social 
engineering, Mobile and online learning, Social and online 
learning applications. 

 

I. INTRODUCTION  
Security is a key factor in a hyperconnected world where 

people routinely communicate with others and carry out action 
such as payments, inscriptions, publish opinions, or search 
information through different applications or systems. 

There are many environments – such as banking – that 
have invested significant time and money in training their staff 
and creating secure systems. Educational institutions, 
however, are only now starting to be aware of the importance 
of creating secure online learning processes. 

The COVID 19 pandemic has pushed many educational 
institutions to rapidly create online educational environments 
and in many cases these systems have been installed quickly 
and by non-qualified personnel. Therefore, it is possible to 
find vulnerable systems with a great number of users where 
cybercriminals can carry out malicious actions. 

Assuming that there is no 100% secure system, this special 
session aims to make members of all communities and 
especially the educational one aware of the importance of 
training and creating good security practices. 

 

II. OVERVIEW 
Security incidents in education increased during the last 

year. An example of this is phishing attacks [1]. These types 
of attacks led many universities to train their users on how to 
recognize and protect themselves from phishing [2-3]. But, 
cybercriminals do not only carry out social engineering 
attacks. There are much more damaging vulnerabilities, such 
as injection, broken function level authorization or broken 
user authentication.  



Educational systems are like many other systems. They 
have their own authentication, authorisation and 
communication services, libraries and user interfaces. They 
are also deployed over other applications such as web servers 
and are working along with other applications such as social 
networks. If they are not well programmed, deployed, 
configured, and installed then the system will be vulnerable. 
Therefore, qualified personnel must be hired who are capable 
of minimizing the risk of the system. 

Another key point is the large number of users that 
educational systems support. These users should know about 
the risk of using technology and follow a set of good practices 
to reduce this risk. 

Currently and because of the COVID19 pandemic, 
institutions with unqualified personnel have been forced to 
install and deploy educational systems where vulnerabilities 
have not been considered. Also, users with little experience in 
the use of certain applications have been forced to work with 
them. The attack surface of educational institutions has 
increased considerably, and therefore, opened a door to 
cybercriminals. 

Finally, to remark the importance of security in 
educational arena IEEE standard association along with IEEE 
education society is working in the creation of a new standard 
called “The IEEE SA P2834 Education Society Joint  
Initiative on Standard for Secure and Trusted Learning 
Systems” [4]. There are also other important Stardards under 
development such as P7004 Privacy, Security and Data 
Governance and P7004.1 Safe and Secure Virtual Classroom 
[5]. 

III. RESOURCES 
There are many initiatives and organizations which allow 

users, developers, programmers, and administrators to learn 
about security issues such as: 

1) The European Union Agency for Cybersecurity [6] 
where people can search for security information such as 
security policies, trusted solutions or training. 

2) National Initiative for Cybersecurity Education [7] 
whose mission is to energize, promote, and coordinate a robust 
community working together to advance an integrated 
ecosystem of cybersecurity education, training, and workforce 
development. 

3) Open Web Application Security Project (OWASP) [8] 
provides a top ten of vulnerabilities.  

 4) National vulnerability database [9] from National 
Institute of Standards and Technology (NIST). Where 
everyone can search for vulnerabilities that are associated to 
specific versions of code bases (e.g., software and shared 
libraries). 
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TOPICS 
• Mobile security tools 
• Web security tools 
• Security training experiences 
• Computer security tools 
• Pentesting  
• Forensic techniques for social and educational tools 
• Social engineering in education 
• Learn to Learn competences 
• Protocols and Network Security 
• Network security tools 
• Security policies 
• Security monitory 
• Remote labs and security mechanisms  
• Secure remote learning tools for pupils 
• Honeypots for education 
• Bug Bounties 
• Distance and blended learning 
• Secure Coding Course 
• Social engineering 
• Courses based on capture the flag (Learning by 

doing) 
• Mobile learning 
• Security management system  
• Guidance for the implementation of an ISMS (IS 

Management System) 
• Information security risk management 
• Information security system management 

measurement and metrics 
• Ethical hacking 
• Computer Hacking Forensics  
• Security Analyst 
• Penetration tests 
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